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Abstract

Natural disasters such as earthquakes, hurricanes, and other extreme weather events along with human
sabotage attacks pose serious risks to critical infrastructures especially electrical energy systems.
Hardening and operational actions are the measures to improve the resiliency of the power systems
against extreme events. The long-term hardening actions strive to organize the reinforcement of
power system infrastructures which accomplished at the pre-events stage. Besides, the short-term
operational measures such as network reconfiguration and generation scheduling are applied to form
the multiple microgrids aimed at increasing the flexibility of the power system to cope with the severe
events. These measures are taken during and after the occurrence of the disasters. In this paper, an
integrated framework has been proposed to increase the resiliency of distribution system. In the
proposed framework, there are two models so called defender-attacker-defender which are made to
find the best possible solution in order to reduce the load-shedding of the system during extreme
events. In the first model, the hardening measures are examined at the first level to increase the
robustness of the system. The worst scenarios with the highest load-shedding are calculated in the
second level and subsequently reconfiguration is performed in the third level to decrease the load-
shedding. In the second model, the first and second levels specify the best reinforcement plan and the
worst attack scenario respectively, and in the third level, optimal distributed generation placement is
accomplished to supply the demand during islanding mode of microgrids. The proposed models are
organized as tri-level mixed integer optimization problem and column constraint generation
algorithm is utilized to make them computationally obedient. At the end, we have implemented the
suggested models on the well-known IEEE 33-bus and 69-bus systems to prove their effectiveness
and applicability at improving the resiliency of the distribution systems.
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Groot
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Nbus
Nisland
MM
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index of buses

set of indices for branches

set of indices for nodes

index for power lines from node i to node j, €N , jeN , (i,))el
the iteration index of upper level problem

the iteration index of lower level problem

budget for hardening power lines

budget for attacking power lines

number of DG units

resistance and reactance of power line (i,))

active and reactive power demands at node j

status of DG installation, Groot; = 1 indicates there is DG
installed at bus j, otherwise Groot; =0

status of root bus of the current topology, Rroot,; = 1 indicates
bus j is the current root bus; otherwise Rroot,; = 0

the set of all parent buses and children buses of bus j
Number of buses

Number of islands

large numbers for Big-M method

Permissible limit of power passing through the lines

Ppc™™, Ppg™" Maximum and minimum active powers of DG

Qpc™*, Qpg™" Maximum and minimum reactive powers of DG

Umax ’Umin
Variables
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Maximum and minimum levels for voltage of buses

decision binary variable for hardening programs
decision binary variable for attack plans
decision binary variable for root bus status

decision binary variable for reconfiguration programs
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binary variable for DG installation, DGj=1 means a DG
installed in bus j, otherwise DG;=0
Dummy binary variable

dummy binary variable

dummy binary variables

active load curtailment

reactive load curtailment

active DG output power

reactive DG output power

the active power flow on distribution line
the reactive power flow on distribution line
the bus voltage amplitude

fictitious load at each bus

first level variable coefficient

second level variable coefficient

second level dual variable

Second level linearization variables

Calculation operator

f(n)
CL]

second level dual function

Returns 0 when input is 0, otherwise returns 1

1. Introduction

1.1 Concepts

Around the world, the planning and operation of power system infrastructures are generally
done based on security and adequacy requirements. These principles allow the system structure to
withstand known threats to supply customer demands with a high quality and minimal disruption over

a long period of time.

In recent years, due to climate change the number and severity of natural disasters such as
storms, floods, droughts, etc., have been increased in most countries. As a result, this issue is
becoming more and more apparent that considerations beyond the principles of reliability for power
supply is needed. In 2012, northeastern states of USA were hit by the Hurricane Sandy that destroyed
about 100,000 electrical cables. These events cut off power to about 7 million people. Due to the
continuous increase in greenhouse gas concentrations, the frequency, severity and duration of severe

weather events are expected to increase [1].



Such power outages highlight the fact that power systems urgently need additional capabilities
and practical solutions to withstand such unusual events, which have a major impact on social
commitments. Thus, in recent years, the concept of resilience has been introduced as a complement
to previous concepts to ensure the optimal operation of the power system in these situations. A
resilient system is able to effectively take the necessary steps to mitigate the effects of such events.
There are several definitions of the concept of resilience. System resilience is an ability to prepare
and adapt to changing conditions, resistance and rapid return of disorders. This definition includes all
active and passive aspects of this concept [2].

The special features of distribution networks have made resilience in these networks more
influenced by smart network technology. For example, in a distribution network that does not include
any microgrids in normal operation and the microgrids come into after disasters, the return part of
resiliency is more important. In fact, in distribution systems, due to the simple and radial structure of
the network and the heterogeneous geographical distribution of subscribers with different priority
rights, it is possible to prevent the spread of fault only by spending a lot of money. On the other hand,
in a distribution network that has multiple microgrids connected to the network, the load balance
between microgrids in potential times, with proper use of pre-accident measures such as charging
storage or reducing loads by demand response programs is achieved. In other words, resilience in
distribution networks can only be achieved by exploiting the microgrid [3]. The concept of resilience
is different from reliability. Conceptually, the reliability is the system’s ability to provide a sufficient
level of power to customers permanently. The main differences between reliability and resilience are
summarized in Table 1 [1].

Table 1. Reliability versus Resilience

Reliability Resilience
High probability, low impact Low probability, high impact
Static Adaptive, ongoing, short and long term

Evaluates the power system states

and transition times between states

Concerned with customer interruption | Concerned with customer interruption time and
time the infrastructure recovery time

Evaluates the power system states

1.2. Literature Review

The application of two-level programs for vulnerability analysis of power systems under multiple
contingencies has examined in [4]. A minimum vulnerability model and a maximum vulnerability
model are presented and discussed. In both models, the upper-level optimization determines a set of
simultaneous outages in the transmission network whereas the lower-level optimization models the
reaction of the system operator against the outages identified in the upper level. The system operator
reacts by minimizing the system load shed through an optimal operation of the power system. Two
solution approaches for the resulting mixed-integer non-linear bi-level programs are analyzed and
compared.

A two-stage programming based on stochastic mixed-integer program with damage scenarios
has been provided in [5] considering natural disasters as a set of stochastic events. The tractability of

an exact and several heuristic algorithms based on decompositions that are hybrids of techniques
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developed by the Al and operations research communities have been developed and investigated.
Microgrids with distributed generation (DG) provide a resilient solution in the case of major faults in
a distribution system due to natural disasters. In [6], a novel distribution system operational approach
by forming multiple microgrids energized by DG from the radial distribution system in real-time
operations to restore critical loads from the power outage has been proposed. A mixed-integer linear
program is formulated to maximize the critical loads to be picked up while satisfying the self-
adequacy and operation constraints for the microgrids formation problem by controlling the ON/OFF
status of the remotely controlled switch devices and DG.

To increase the resilience of an electric distribution system against natural disasters, a resilient
distribution network planning problem (RDNP) to coordinate the hardening and distributed
generation resource allocation with the objective of minimizing the system damage has been provided
in [7].The problem is formulated as a two-stage robust optimization model. Hardening and distributed
generation resource placement are considered in the distribution network planning. One of
complementary value propositions of microgrids is to improve power system resiliency via local
supply of loads and curtailment reduction. This subject is investigated in [8] by proposing a
resiliency-oriented microgrid optimal scheduling model. The proposed model aims at minimizing the
microgrid load curtailment by efficiently scheduling of available resources when supply of power
from the main grid is interrupted for an extended period of time. The problem is decomposed to
normal operation and resilient operation problems.

A resilience-oriented service restoration method using microgrids to restore critical load after
natural disasters is proposed in [9]. Considering the scarcity of power generation resources, the
concept of continuous operating time is introduced to determine the availability of microgrids for
critical load restoration and assess the service time. A robust optimal line hardening method coupled
with multiple provisional microgrids to improve the distribution system resilience against worst N-k
contingencies has been examined in [10]. A tri-level optimal model is considered with the objectives
of minimizing the costs of line hardening and the operation of multiple islanded provisional
microgrids, which could include the cost of load shedding in each provisional microgrid considering
the worst N-k contingencies.

The concept of resiliency and its dimensions in distribution networks has been addressed in
[2]. A model based on mixed-integer linear programming is proposed to properly model and evaluate
the resiliency of smart distribution systems. In the proposed model, optimal formation of dynamic
microgrids (MGs), their service areas, and the optimal management of different technologies such as
energy storage (ES) units, demand side management programs and distributed generations (DGs)
units are investigated. In addition, employing a two-stage framework based on stochastic
programming, the impact of increasing penetration level of the renewable energy resources and their
related uncertainties on system resiliency is examined.

Power system resilience includes hardening measures and operational restoration measures. These
two aspects of resilience measures are innovatively combined in [11] to improve power system
resilience. According to reviewed papers in above, Table 2 can be presented in order to clarify
comparing different between reviewed papers.



Table 2. Taxonomy of the recent paper applied on the proposed problem

Ref. Model Description
[4] | Mixed-integer non- | The upper-level optimization determines a set of simultaneous
linear bi-level outages in the transmission network whereas the lower-level
programs optimization models the reaction of the system operator against
the outages identified in the upper level
[5] Two-stage, An optimal electrical distribution grid design problem as a two-
stochastic mixed- | stage, stochastic mixed-integer program with damage
integer program | scenarios from natural disasters modeled as a set of stochastic
events has been formulated
[6] Mixed-integer A novel distribution system operational approach by forming
linear program multiple microgrids energized by DG from the radial
distribution system in real-time operations to restore critical
loads from the power outage has been proposed
[7] Two-stage robust | A resilient distribution network planning problem (RDNP) to
optimization model | coordinate the hardening and distributed generation resource
allocation with the objective of minimizing the system damage
has been provided
[8] Two stage of The proposed model aims at minimizing the microgrid load
normal operation | curtailment by efficiently scheduling of available resources
and resilient when supply of power from the main grid is interrupted for an
operation problems | extended period of time
[9] | Two-stage heuristic | A resilience-oriented service restoration method using
program microgrids to restore critical load after natural disasters has
proposed
[10] | Tri-level optimal | A tri-level optimal model is considered with the objectives of
model minimizing the costs of line hardening and the operation of
multiple islanded provisional microgrids, which could include
the cost of load shedding in each provisional microgrid
considering the worst N-k contingencies
[2] Mixed-integer A model based on mixed-integer linear programming is
linear program proposed to properly model and evaluate the resiliency of smart
distribution systems.
[11] | Tri-level defender- | Power system resilience includes hardening measures and
attacker-defender | operational restoration measures are innovatively combined to
(DAD) model improve power system resilience

In particular, a collaborative two-stage robust model has been used in [12] to determine the
power transactions between the coupled MGs to achieve the economic interests. The planning of
micro-turbines and WT has been done in [13] based on probability-weighted robust optimization. In
this paper, the uncertainty pertaining to variable generation has been taken into account by scenario-
based approach. A bi-level interactive algorithm based on Stackelberg strategy is extended in [14] to
schedule the day-ahead energy management of distribution systems associated with MGs, where the
DSO is master and MGs are followers. Zhang et al. [15] proposed a robust two-stage operational
model to effectively dispatch various converters within the multi-energy MGs considering price-
based DRP and indoor temperature control. An adaptive robust optimization framework has been
suggested in [16] to optimally manage the hybrid AC/DC MGs regarding to the mutual interaction
between AC and DC MGs, aimed at acquiring a robust decision for hybrid AC/DC MGs. To address
the uncertainties pertaining to renewables, Ref. [17] presented a min-max-min model to operate
AC/DC MGs in the islanding mode considering the degradation of energy storage. In this work, the
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startup/shutdown state of DGs is determined in the first stage (i.e., unit commitment), while the main
objective of second stage is to dispatch the DG units (i.e., economic dispatch). Qiu et al. [18]
expanded a multiple-time-scale rolling horizon optimization for intraday operation of AC/DC MGs
by means of a distributionally robust optimization method.

According to these literatures, MG, DGs, hardening and restoration programs are the key
words in the resiliency studies. Although various works have been reported various methods on the
resiliency of distribution system, the combination and coordination of these instruments have not
investigated properly. To address this significant gap, we proposed a novel tri-level framework to
evaluate the impact of MG clustering and distributed energy resources with reconfigurable structure
on the resiliency of the distribution system.

1.3. Contribution

Reinforcement programs, reconfiguration, and optimal DG placement have been keywords in recent
studies in the field of resilience. In this paper, two models are considered to increase the resilience of
the distribution network against extreme events. In the first model, a three-level framework is
performed to increase the system resilience by considering reinforcement and reconfiguration
programs. In the second model, a three-level model with reinforcement programs and optimal
placement of DG resources is examined. In both models, 5 different attack scenarios are considered.
Actually, the proposed models find the worst possible attack scenario, and then it optimally applies
optimal reconfiguration programs and generation scheduling to deal with the event.

1.4. Paper organization

The remainder of this paper is organized as follows: section 2 formulated the mathematical form of
objective function with operation constraints and radiality constraints. The solution procedure are
introduced in section 3. Section 4 present the case study and the simulation results and the section 5
concludes the paper.

2. Mathematical formulation
2.1 Objective function

In this part, three stages of DAD problem (hardening, attack and restoration stages) have presented.
We defined four binary variables (z, v, v, w) to execute of our planning. So the binary decision
variable z displays the hardening plans (level 1), the binary decision variable v shows the attacks that
the system has suffered (level 2) and the binary decision variables y and w represent the DG island
and line reconfiguration decisions. We calculate the resilience of the case study with the sum of the
load shedding. So, the objective function has presented as follows:

min  mMax  min min 2 Pt ()
jeB
ze L VEL WEL {})sehd,j’Qshed,j’PDG’QDG’H’G’U’F}
Yy EN

The main aim of this objective function is to minimize the curtailed loads during event by employing
DG and network reconfiguration. The binary decision variable of q; specifies the terminal status of
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the lines. The amount of this variable has determined by hardening, attack and reconfiguration
variables that formulated below.

qy‘ :Wu(zu +vy' _Zuvu) V@) e L (2)
Where z;; =0 or 1 demonstrates that the line ij is not hardened or hardened respectively, vij = 0 or 1
implies that the line ij is attacked or not attacked via natural disasters respectively and wij =0 or 1
represents that by reconfiguration the line ij is opened or closed by the system operator. For
simplicity, we make a dummy binary variable gg, so:

99, =% TV, ~5 V@) e L )
When qqjj = 0 demonstrates that this line is not hardened and influenced by attacks and qqij =
1 means that this line is hardened or not influenced. Equation (3) demonstrates that with the hardening
of the line ij, whether this line is attacked or not attacked, it has not influenced by the attack, but by
reconfiguration this line is still can opened, so the ultimate condition of the power lines is determined
by the following equation:

The above equations are nonlinear, so the following equations is presented for linearization:

q4q; 2z; 9; =94;
qq; <z +Vy gy Z4qq; +w;—1

2.2 Operational constraints

In this paper, for the sake of convexity we use a linearized DistFlow model borrowed from [19] for
power flow problem in the presence of DG units. The equations related to these constraints are
presented below:

> Hy= % Hy=F,;~(F ;= Bya)
sea(j) i<6())
VjeN (6)
2 Gy X Gy =01, = Oiea;)
sea()) i<0())
[ r.H, +x,.G,
U,-U, —(%OJJ)SM-(I—%J-)
NG, el (7
r.H, +x,.G,
U,-U, —(%)2 -M.(1-q,)
0




(@i, ) el ()
max max
_Sij 4 . Gz; = Si/‘ &0
0<P,, <P,
,VjeN )
0< Qhed,j < QLJ
Iy l;nGlr,lj <K DG, j <Pk Dn(l?afi
,VjeN (10)
Bncn, Jj < QDG,j < Qg?;i,-
min max 1
U/ SU,;‘SU./ AR (h

where the linearized DistFlow model are shown in Eq. (6) and Eq. (7). The permissible active and
reactive line flow are presented in Eq. (8). The amount of active and reactive load curtailment are
restricted by Eq. (9). The permissible active and reactive production of DGs are presented in Eq. (10)
and the allowed range of the buses voltage are expressed in Eq. (11).

2.3 Radiality constraints

In order for a network to be operated radially, the following two conditions must be satisfied
simultaneously [20]: (a) the number of closed branches equals the number of buses minus the number
of islands, and (b) the connectivity of each island is guaranteed. In this paper, we pursue a single-
commodity flow method from [21],[22] to be sure that the distribution system preserve the radial
structure. According to the single-commodity flow method, the first condition of the radial
distribution system is formulated as follow:

2.4 =Ny = Nytana (12)

ijel

The left side of the Eq.(12) represents all the closed network lines, Npus 1s the total number of bus,
and Nigland 18 the number of islands in the system. To establish the second condition of the radial
distribution system, we model a fictitious system with the same topology. In this fictitious system
every island has only one root bus (that called ‘‘source”) and the other buses have unit load demands
(that acted as a “sink™). The fictitious network has the same topology of the real system by the same
connections. Thus, the satisfaction of energy balance at each bus in the fictitious network implies that
at least one path exists between the ‘‘source” bus and all other buses, so that the island must be



connected. By satisfying the fictitious load, the connectivity of each island is guaranteed. Accordingly
the second condition has presented by the following equations:

> F > F ,jeN\Rmot (13)
sew(j) i€d(j)
—Mg; <F;<Mg (i) el (14)

In the above constraints, Fjjrepresents the virtual power flow in the system, and 6(j) and ®(j) are the
set of all parent buses and children buses of bus j. The Eqs.(12)-(14) express the all radiality
constraints of the distribution system by single-commodity flow method. The detailed formulations
for the situation during attack and after optimal restoration stage are presented in [11]. We also
defined a binary decision variable y to model DG islanding where y; = 1 means that the bus j is chosen
as root bus. In the third level (reconfiguration stage), the radiality constraint is formulated as follows

[11]:

UEL i = bus ngy (15)
sewsz —E%j)ﬁl’.j 2—1-M.y, ,(Groot, +¢,) (16)
S%(J)F —IE%)EJ <-1+M.y,(Groot; +¢;) (17)

® is a dummy binary variable where ¢; = 1 demonstrates that bus j is at one end of one/more faulted
lines. We can define this variable by the following equation:

o, =C >~ (I-9q9,)+ Z (1-gq;)] (18)

sea(j) i€d(j)

The nonlinear v; . ¢j in Eq. (16) and Eq. (17) can be replaced by binary variable v, therefore:

V=79 (9
Eq.(16) and Eq.(17) therefore are transformed to:

> F,— > F;2-1-My, Groot,—My, (20)
sea () i€6(j)

Z()F %)F —1+M.y,.Groot, + M.y, (21)
sealj i€0(j

The binary variables ¢ and y are nonlinear where linearized with these functions:

p< Y (I-qq,)+ X (1-qq;) (22)
sew(f) i€0(j)

¢z > (I-99,)/ M+ ¥ (1-qq;)/ M
sea(j) i€f(j)
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y=y
<o (23)
v2p+y-—1

Accordingly the radiality constraints for the hardening stage and restoration stages are Eq. (5), Eq.
(14), Eq. (15), and Egs. (20)—(23).

3. Solution Algorithm

The tri-level DAD problem is a mixed integer problem and is solved by the CCG algorithm. The full
procedure of CCG algorithm is presented in [23].

First Model (tri-level of hardening, attack and optimal reconfiguration programs)
Here we divide the model into three stages:

I.  First stage: the first stage (Upper level problems) is a minimization problem. The goal of this

stage is to find the best hardening plans by the given attack plans (@' ). Once the hardening

plans is obtained, the fixed amount of the hardening plans (Z) will be the numerical
parameters in the other stages.

II.  Second stage: the second level (the lower-level master problem) is a max problem. The aim
of this level is to detect the worst-case attack plans with the given hardening plans and system
topology.

III.  Third stage: the third level (the lower-level sub problem) is a minimization problem. The
objective of this level is to seek the optimal restoration plans (w and y) with specified
hardening and attack plans.

We can alter the model in Eq. (1) to the following equation:

min  Max min > Pea s (24)
JjeN

zel vel welL {P, .0, .P.Op.H.GU,F}

y'e N yeN

wel

The following proceeding must be observed in order to implement the proposed algorithm:

1. In the first level the hardening plans is determined and in the third level the reconfiguration
plans obtained. Whereas the topology of the system alters in these levels, so we use y and w"
in the first level to separate these levels from each other.

2. The topology of the system is fixed in the second level and the goal of this stage is to find the
worst attack scenarios.

3. The first level is determined with the attack scenarios of lower level’s problems where the
new sets of recourse variables and constraints is obtained in the lower level. The second level
is augmented by the by the set of recursive variables and constraints for a new topology
structure identified by the L-SP.
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Upper level problem (Level 1)

Once the all binary variables are stabilized then the objective function will be linear. So the first level
is formulated as:

min min Z Pshed o (25)
ZEL {})sehd,j’Qshgd/ DG’QDG’H G U F}

y'eN

wel

The general formulation of level 1:

OF: mina (26)

Operational constraints:

o> Z Phg; y A, =1,2,... (27)
> z,<B, (28)
ijel
up up . up It up
DG/ (P Hhed j) z H - z Hlj
sew(j) i€d(j)
b, =1.2,.. (29)

g y ) I1t,,
Opi, —(0,, -0y )= % Gr— % G

seo()) i€0(J)

It

It It
r r.H."” +x.G."
u It, 1t, i ]
v P _ p ! ! ! !
U U < M.(1—q")+(

)

! . ! UO
It =1,2,.. (30)
I G e
U ~U" 2-M.(1-q;" )+ (L —L0 )
-l . g U
0
max up up [[UIJ
=S, .q. <H <S8".q;
Jt, =1.2,.. 31)
Smax q I, < G Ly < Smax qyu,,
O PShZZij PL.j
Jt, =1.2,.. (32)

Qshlzjd ] QL. J
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Pmm P L Pmax

DG, j DG, j DG, j
,Itup =1,2,.. (33)
Q Dg,] < DG,j
urr <y <y At, =12, (34)
Topology constraints:
[tup . up
> q. N, Z }/ A, =12,... (3%5)
ijeL "’
(Y Fr- % Fj " >—-1-My'" Groot,~ My "
seo()) i€f(j)
’[tup = 1,2,... (36)
> F e _ > Fl.j.”“” <-1+M .}/;.”“” .Groot y +M .l//jl.t“”
seo(j) i€f(j)
up [tup [[up
94;" 2z, q;" <494,
Itup "Itup Itup 'Itup _
qq;" 2V, q;" =W, A, =12,... (37)
1, ~lt,, 1,, 1,, 111,
qq;" <z, +V; q;" 2qq;" +w;" -1
< 3 (-gqp)+ X (-gq)")
sea)(/) i€0(j)
A, =12,... (38)
2 Y (I-qq)/M+ Y (1-qq,")/ M
sea)(/) i€0(j)
Itup Itup
v, <7
1t,, 1t,, B
v," <o, A, =12,... (39)

l// up > @j up + }/' up _1

It 1s the UP iteration index.
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Lower level problem — Master problem (Level 2)

When level 1 was solved and hardening plans were identified, the lower level is converted as
follows:

max min min 2 B, (40)
JjeN
VEL WEL {Psehd,j’Qhed/’ DG’QDG’H G U F}
yeN

In this section we have two-level problems. The L-MP determines the optimal attack plans and the
optimal restoration plans will be obtained in the L-SP. Lower level problem-Master problem (L-MP):

max min Z Phedj 41)

vel {P,, QM/, P,,.0pg.H.G,U,F|

sehd ,j >

> Hhed, ; 1s.a LP and we can change to its dual form [19,20], so:
JjeN

max — max f(n) (42)

vel {771 _7716}

Where #; - 16 1s the dual variable to Pgieq, Oshed, PG, Ops, H, G, U, and f(n) is the dual objective
function. #;, 5> are the dual variable for Eq. (6), 3, n4 for Eq. (7), #s, #s, 17, ns for Eq. (8), 79,110 for
Eq. (9), 511, 12, 13, n14 for Eq. (10) and #;s, nis for Eq. (11).

The general formulation of level 2:

OF: max g (43)
Constraints:

Z‘i (- vl.j) < Ba (44)
ije

1t

B<-Y P n" - ZQL,n2’§+2M(1 q,,)n;”+2M(1 ;).

JjeN JjeN ijeN ijeN
max Itl, max Itl Itl Itl
T2 8y s+ 2 Sy Gy e+ 2 M=), 5+ 2 MA(1=;) 17 5
ijel ijel ijel ijel

It,, 1,

It It
+'Z]:\f n9lj+ZQLJ 7710[1] z Gmlnjnllj+z Gmax1n12]
je

1, 1t 1t

Z]:VQDGmmj 7713j + z QDGman 7714] - ;\[Ummj 7715] —+ Z U max,j 7716] (45)

Jje =

_ Itzl + tl; 1 [t _1 2 46
Lj 779 - s Al = sy ( )
”1; ”l; B

—1, + 1o, <0 Jt, =1,2,.. 7

It I, It

M M S0 I, =12, 48)
It It It

=1 =M, <00 I, =12, 49)
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It It r It r It It It
mi —m., —(U ]mi‘,’ (U jmi‘; —1s; +1M; =0 dt, =1,2,... (50)
0 0

It It X It X It It It
772?7 7721[,7_ 7735 774111; _777?; 7785 =0 ’[tlp =12,... (51)
Uo Uo
Iy, _ It ' 1t 1, 1,
z n ! z 7735/ z 7741s—i_ Z 774;_ 15[j+7716lj O ’[tl :1’2"" (52)
sew(j) i€0(j) sew(j) i€0(j)
I
S0 200" 200 <0 20" <0t <0 <0
It It It
97711/17 20 771 <0 7713lp >0, <0,7¢" 20,78 <0 A, =12, (33)
I, A 1, 1t,
99;" 22 ;" <q4;
1, 1,
qq,j vy q;" <w," =1,2,... (54)
Il,, . 11 > 1’1; rltlp _1
qq;" <z; +v; 1 =99y

Itip is the LP iteration index. n3 and n4, s and ne, 17 and ng are the nonlinear parts of Eq.(45). We can

linearize these parts with this form:
hw

X M.(1-g;)n;+ X M.(1- qy)m’” and for simplicity y, = M.(1-q).(n; +n,).

ijel ijel
The variable p can be linearized by the following functions:

(1, <0 (55)
p=—-M'(1-q)
< M.(ny+n,)+M'q

H, 2 M-(n3 +774)_M'-q

In the above functions M and M’ are large numbers to linearize the non-linear terms in the constraints.
The other variables (ns and ne, 17 and ng) have linearized by this method [25].

Lower level problem — Sub problem (Level 3)

The aim of this level is to find the optimal islanding and reconfiguration plans which keep the
minimum load shedding.

The general formulation of level 3:

Objective: min > Bea (56)
JjeN

{}/aW»Psehd, Qhed/’ DG’QDG’H G U F}

Constraints: Eq. (5) — Eq. (11), Eq. (14), Eq. (15), Eq. (20) — Eq. (23)

The all problems are mixed-integer linear problem. A flowchart of the suggested algorithm is shown
in Fig. 1.
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Second Model (tri-level of hardening, attack and optimal placement of DGs)

In the second model, we assume a three-level model, the only difference with the first model is in its
third level. Indeed in this model, we find the optimal DG placement in the third level (instead of
finding optimal reconfiguration of first model). In other words, in this model, the location of DGs is
not known from the beginning to the end of the algorithm is to determine the optimal placement of
DGs and their production rate. In this model, as in the first model, we consider three levels. The first
level is the level of reinforcement, level 2 is the level of attack and failure, and in the third level,
optimal placement and the size of DGs is determined. The formulation of this model is as follows.

Input system data

LB« -, UB< +m : initialize attack plan ¥

Iteration count It..=1

Upper level problem

Solve upper level problem

First level
LB=max {LB, o} ,update z=%
Lower level problem
LLB « -o,LUB« +m
Tty =Tt +1
Given protection , system topology W
Iteration count It =1
Solve Lower-level Master problem second level
LUB=min{LUB, 8 }; update v=v
LP-Master
= Solve Lower-Level Sub problem
Tty =Tty +1 LLB =max{LLB, Epshedj }
Obtain f,w
Yes Third level
(LUB-LLBYLLB=> gap LP-Sub
No

UB = min {UB,LUB}

Yes
(UB-LB)YLB > gap

No

Output hardening plan z

end

Fig 1. Implementation flowchart of first model
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Lower level problem — Sub problem (level 3)

In this model, we consider DG;j as a integer variable for determining which bus to install DGs. Indeed
if DGj =1 means that DG in bus j has been installed.

Objective function: min 2 P, ¥ (57)
JjeN

{7,DG P QVhed/’ D(,’QDG’H G,U F}

sehd ,j°

Operational constraints:

S DG, <GDG (58)

JjeN

pliv I, I, I,
B, =B =Py )= 2 H = X HY

y

sew(j) i€0(j)
A1, =1,2,... (59)
I, I, ~_ 1, I,
QDZGJ_(QL,j_Qshledj) z G : _z Gljl
L sea()) i€b(})
It It
[ Ul_th —U;l”’ SM.(I hlp) ( T [—[iip +x.i1“Giip)
A1, =1,2,... (60)
zlp Illp
. Ul_th —U}I.ll" >_M.(1- hlp) +( ry-Hy" 4, Gz/ )
=Sj"a;” <H <S8
dt, =12,... (61)
max Iy, o qmax It,p
S g)r <G <SP g
0<Pl <P
shed,j — ~ L.j
dt,=1,2,... (62)
1,
thedj < QL.j
[ pmin 11, max
PR #DG, < Py < P2 * DG,
It - )
min Il,, max
Om *DG, <Qpr <O *DG,
min It, max —
Uyt <ur <Uj b, =1,2,... (64)
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Topology constraints:

I, I,
4" =Ny—-2 7, t, =1,2,... (65)

ijeL "’ JjeN

_ > Fhl” -y F'v>_1- M}/jl” .Groot, — M y””’

sewn(j) i€0 () Y
’[tlp = 1,2,... (66)
Y F— ¥ F"<-1+My,” Groot, + M.y}"
“sew(j) i€0(j)
It,,
99;" =z
qq," =v;" b, =1,2,... (67)
qq;[” <z, + \3[]1.[1”
lp lp lp
: Z(lq,s’)JrZ(l q.")
sea)(j) i€0 ()
t, =1,2,... (68)
Itp 1y, Iy,
"> Y (I-qq))/ M+ ¥ (1-qq;")/ M
sea)(/) i€0 ()
I, I,
l//jl S}/jl
|yl <@ t, =12,.. (69)
l///t,p > qDIt,p }/lt,p _1

Itip 1s the LP iteration index. The all problems are mixed-integer linear problem. A flowchart of the
suggested algorithm is shown in Fig. 2.
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Tty =Tty +1

Upper level problem

Lower level problem

/ Input system data /

4

LB« -@ , UB« +w « initialize attack plan ¥

h 4

Iteration count It =1

h 4

] Solve upper level problem

h 4

LB=max {LB, o} ,update z=12

h 4

LLB «—-w,LUB«~ +o

h 4

Given protection Z

k4

Iteration count It =1

4

Solve Lower-level Master problem
LUB=min{LUB, 8 }; update v=v

{
:

First level

Second level

LP-Master

Tty =Tt;, +1

Solve Lower-Level Sub problem
LLB=max{LLB, Zpshedj }

Obtain r,DG

Yes
(LUB-LLB)/LLB > gap

|No
¥

UB = min {UB,LUB}

Yes

Output hardening plan z

Third level
LP-Sub

Fig 2. Implementation flowchart of second model
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4. Case study

Here, an IEEE-33 bus test system has been selected to confirm the efficiency of the suggested models.
The all data of this test system have given in table 3 [26]. The form of this test system is exhibited on
Fig. 3.

Table 3. The all data of the IEEE-33 bus test system

Parameter type Value
Ca Capacity of DGs 5 MVA
P Capacity of branches 0.5 MVA
Net Base voltage 12.66 kV
power base 100 MVA
Voltage magnitude range [0.9,1.1] p.u
lower and upper limits of
Range active power of DGS e ]
lower and upper limits of
reactive power of DGS L e
MIP gap 0.1% other parameters
Other parameter The total load 3.7IMW+ 2.30MVar
_— 1
51
518 T 2
52
— 19 ——— 3
519 53 222
— 20 — 4 —)23
520 54 523
—— 21 — 5 ——— 2
21" " S5 524
2 : 6 525 25
| i st |
| : 533 ] 7 |
! e e _ S7 !
| — 8 S— 26 |
! 58 526 537
[ =z, — 27 [
' 59 . 527 |
! S 10 1 — 28 :
! 510 : s28 __ _ _ ________/| !
! - 1 — 1 [
o __ 35 s11 : 529
3 12 E— 30
512 | 534 530
— 13 ! — 31
513 | 531
_— 14 | — 32
s14 | 532
75 — 33
515 i
— 16 |
516 i
— 17 |
517 536 |
— LIy

Fig 3. A modified IEEE 33-bus test system
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Computational results:

In this section, the modeling and input information which references in part 3 are implemented and
simulated in the software, and the results are presented in the form of diagrams and tables.

A) First Model (tri-level of hardening, attack and optimal reconfiguration programs)

In this section, the simulation results of the first model are presented. In this model, 5 different attack
scenarios (Ba = 1 to B. = 5) are considered to simulate attack scenarios. The proposed model is
simulated in four different sections and their results are compared with each other.

A.1) non reconfigurable system — no hardening (By=0):

At this stage, the studied network is not able to be reconfigured and hardened and strengthened (Bh =
0). In this step, we consider 5 scenarios with different values of attack and different damage (Ba =1
to Ba = 5). In fact, in this case 5 simulation implementation processes are performed with different
amounts of attack and damage budget. Obviously, with increasing damage and lines outages in the
network, the amount of load shedding increases accordingly. This is confirmed by simulation results.

In the first step, we examine the network with the probability of an attack and failure in only one line
(Ba = 1). Obviously, the worst case scenario occurs when the line network interface of the studied
network to the upper network (line number 1) is cut. In this case, feeding the buses is only possible
from the distribution resources available in the network. The structural form of the network after the
occurrence of this scenario and microgrid formation is shown in Fig. 4. The curtailed power in
this scenario is 0.71 MW.
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Fig. 4. Network structure after an attack in the non-reconfigurable and no-hardening network
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The other lines have been cut in the figure are applied by the binary variable selecting / not selecting
lines (W). With this scenario, 5 microgrids will form independently of each other. During the
occurrence of this process, for a definite reason, the system can't be powered from the above network,
feeding the buses only through the available DGs in the network, so the load of some buses must be
cut off. The schematic of the network is shown in Fig. 5 after obtaining the other scenarios.
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Fig. 5. Network status after different scenarios (A.1)

The general information of the network (the amount of load shedding and the amount of DG resources
production) is given in Table 4.

Table 4. The DGs active power production and load shedding of 5 scenarios (A.1)

scenario P[)G,l P[)G,z P[)G,g, P[)G,4 PDG,S Load shedding
[MW] [MW] [MW] [MW] [MW] [MW]
Ba=1 0.6 0.6 0.6 0.6 0.6 0.71
Ba=2 0.6 0.51 0.18 0.6 0.6 1.22
Ba=3 0.6 0.09 0.18 0.6 0.6 1.64
Ba=4 0.51 0.09 0.18 0.6 0.6 1.73
Ba=5 0.35 0.09 0.18 0.6 0.6 1.89

As can be seen from the simulation results, the load shedding increases when the simultaneous attacks
on the lines increase. This is shown in Fig. 6.
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Fig .6. Comparison of load shedding with the increase in line faults in the network without
reconfiguration and without hardening

A.2) reconfigurable system — no hardening (By=0):

At this stage, the studied network has the ability to be reconfigured but not hard and resistant (B =
0). Here, as in the previous step, we consider five scenarios with different attack budget. The
following is a comparison between the effects of reconfiguration in reducing load shedding in similar
scenarios. We consider the desired network by considering the occurrence of an attack (Ba=1). The
simulation results confirm that disconnecting line 1, which is actually the system interface to the main
network, is the worst possible situation. Fig. 7 shows the status of the network and the microgrids
formation after this event.
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Fig. 7. Network structure with one attack and failure with reconfiguration and without hardening
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The schematic of the network is shown in the Fig. 8 after obtaining the other scenarios.
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Fig. 8. Network status after different scenarios with reconfiguration (A.2)

The general network information in this section (reconfigurable network — no hardening) is given in
Table 5.

Table 5. The DGs active power production and load shedding of 5 scenarios (A.2)

scenario P[)(;,l P[)(;,z P[)(;,3 P[)(;,4 P[)(;,s Load shedding
[MW] [MW] [MW] [MW] [MW] [MW]
Ba=1 0.6 0.6 0.6 0.6 0.6 0.71
Ba=2 0.6 0.6 0.6 0.6 0.6 0.71
Ba=3 0.6 0.6 0.6 0.6 0.2 1.11
Ba=4 0.6 0.51 0.6 0.6 0.2 1.2
Ba=5 0.6 0.15 0.6 0.54 0.6 1.22

It can be seen that with the network reconfiguration capability, the load shedding is reduced. This is
shown in Fig. 9.
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Output rate of power lines

W without reconfiguration - no hardening ® with reconfiguration - no hardening

Fig. 9. Comparison of load shedding with the increase in line faults in the network without
reconfiguration and no-hardening and the network with reconfiguration and no-hardening.

A.3) non reconfigurable system —hardening capability (B, # 0):

In this section, we consider the studied network by considering the hardening and strength capability
and without considering the reconfiguration. 5 scenarios with the number of different attack budget
as well as the hardening budget of one line (Bn = 1) have been used in this section.

The system was studied by the occurrence of a failure and also considering the budget of
strengthening the lines as much as one line, without considering the reconfiguration. According to
the simulations, the cutting of line 1 has the greatest effect on the definite increase of the load and
vice versa, the hardening of line 1 (as a result of which this line is not interrupted despite attack and
failure) has the greatest effect on reducing the load shedding. Fig. 10 shows the schematic of the
system, taking into account the above conditions. In this case, with the above processes, the cut-off
electrical power is zero.
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Fig. 10. Network status with an attack and one hardened line without reconfiguration.
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The schematic of the network after occurring the other scenarios is shown in the fig. 11.
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Fig. 11. Network status after different scenarios with hardening (A.3)

The following is a comparison of load shedding between scenarios similar to the no-hardening
network and with the hardening capability as much as one line. There is also a comparison of the load
shedding with the increase in the hardening budget. The general information of the network in this
section (non-reconfigurable network hardening capability) is given in Table 6.

Table 6. The DGs active power production and load shedding of 5 scenarios (A.3)

scenario Poc,1 | Poc, Poc3 Ppc4 Pocs P::;:::m sh%((i)(aigng
[MW] | [MW] | [MW] | [MW] | [MW] | o W]
Ba=1 0.6 0.6 0.6 0.6 0.6 0.71 0
Ba=2 0.6 0.6 0.1 0.6 0.6 0.36 0.85
Ba=3 0.6 0.09 0.36 0.6 0.6 0.57 0.89
Ba=4 0.44 0.09 0.09 0.6 0.6 0.71 1.18
Ba=5 0.6 0.09 0.09 0.6 0.6 0.37 1.36

According to the simulation results, it is clear that the load shedding has been reduced by hardening

the network. This is shown in Fig. 12.
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Fig. 12. Comparison of load shedding with the increase in line faults in the network without
reconfiguration and no-hardening and the network with hardening and without reconfiguration.

Fig. 13 shows a comparison with different reinforcement budgets (B, = 0, Bn = 1 and By, = 2) for the
study system. As it can be shown, by increasing of hardening budget, the load shedding is reduces.
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Fig. 13. Comparison of load shedding with three different hardening budgets

A.4) reconfigurable system —hardening capability (Bn# 0):

In the fourth step, we examine the simultaneous effect of hardening and reconfiguration on the grid
to investigate changes in load shedding. As before, we consider 5 different attack scenarios with a
line reinforcement budget (Bn = 1) in the presence of reconfiguration.

We simulated the system with an attack and a reinforcement budget (B.=1 and By=1) in the presence
of reconfiguration. According to Calculations, the output of line 1 has the greatest loss and the
hardening of line 1 has the greatest advantage in terms of reduced cut-off power. The schematic of
the system in this case is shown in Fig. 14.
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The power cut off in this case is zero despite the attack on line 1 due to its hardening and strength,
this line is not out of circuit and the system is still powered by the main grid. In fact, in this case, a
large microgrid is formed, and also due to the power supply of the system from the upstream network,
as well as the fact that the radial constraint is not violated, the tie lines related to the reconfiguration
are cut off. The schematic of the network after occurring the other scenarios is shown in the fig. 15.
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Fig. 14. Schematic of the system after a failure and a reinforcement program with reconfiguration
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Fig. 15. Network status after different scenarios with hardening and reconfiguration (A.4).
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The general information on the production of DGs and the amount of load shedding by
reconfiguration-hardening state is provided in Table 7.

Table 7. The DGs active power production and load shedding of 5 scenarios (A.4)

scenario Poc,1 | Poc, Ppc3 Ppc4 Pocs P::;::erim shfel:i)(ai?ng
[MW] | [MW] | [MW] | [MW] | [MW] | o W]
Ba=1 0.6 0.6 0.6 0.6 0.6 0.71 0
Ba=2 0.6 0.6 0.6 0.6 0.6 0.71 0
Ba=3 0.56 0.15 0.6 0.6 0.6 0.78 0.42
Ba=4 0.6 0.6 0.6 0.42 0.6 0.28 0.61
Ba=5 0.6 0.09 0.6 0.6 0.2 0.71 0.91

A general comparison of all 4 states is given in Fig. 16. As can be seen, the last state is the most
effectiveness for load shedding reduction.
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e 0N reconfigurable- hardening reconfigurable - hardening

Fig. 16. Comparison of load shedding for 4 different modes in 5 scenarios.

B) Second model:

In the second model, we simulated the studied network by considering the optimal placement of DGs
without reconfiguration. At this model, we have considered a three-level model, the difference
between this and the previous model is that in the third level, instead of reconfiguration, we determine
the optimal location of distribution resources. As in the first model, we consider 5 different attack
scenarios and examine the network structure after these attacks occur. Assume the system to occur
an attack (B.=1). According to the simulation results, the output of line 1, has the greatest effect on
increasing the load shedding. After this process occurs, the algorithm calculates the most optimal
possible solution, as a result of which the optimal location of DGs is buses 2, 4, 5, 18 and 31,
respectively. Fig. 17 shows the network structure after this mode. All DGs are in maximum

production, and the load shedding in this scenario is 0.71 MW.
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Fig. 17. The network structure after an attack

The status of the network and optimal DG placement after the occurrence of other scenarios is shown
in Fig. 18.
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Fig. 18. Network status after different scenarios by optimal DG placement (B).

General information about the production of distribution resources in different scenarios as well as
the amount of power cut in these scenarios is given in Table 8.
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Table 8. The amount of load shedding and the active power output of DGs in the corresponding
buses in different scenarios

scenario The amount of actiV'e power generated in | load shedding

the corresponding buses [MW] [MW}

Ba=l fgénu[r;/gzevr] 0%6 04.16 0?6 386 316 0.71
B2 | o pw) | 06 06 06 o6 | 06 | O
B3 | poc ww | 06 06 | 06 | 06 o6 | N
B4 | oG pw) | 046 06 06 06 06 | 0%
Ba=3 fgénu[rl?/gzevr] 0316 0.22 3.36 3.56 3.66 1.03

Fig. 19 shows a comparison between the networks with DGs fixed locations and the network with the
optimal placement of DGs.
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Fig. 19. Comparison of similar scenarios for Model 1 (the mode of without reconfiguration and
without hardening) and model 2.

In order to verify the applicability of the proposed approach, we applied it on a larger system namely
IEEE 69 bus distribution system [27]. The results obtained for this case study are presented in Table
9. As can be seen, by changing the scenarios, the results are varied because of causing different
situations for system operator.
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Table 9. The Results obtained for 69-bus system at all scenarios

load shedding

scenario Size and Site of DGs [MW] [MW]

Bus number 3 5 12 20 33 45 51 58
= 1.864
e PDG [MW]]| 0.9 1.1 1.1 10808 15|12 1.0

Ba= Bus number 3 6 12 20 30 44 55 65 1675
a PDG [MW]| 1.4 1.3 121050609 |08 ] 1.5 ’

_, | Bus number 3 5 10 | 22 | 35 | 54 | 57 | 68
Ba=3 PDG [MW]] 08 | 0.8 | 2.1 | 1.6 | 1.2 | 1.2 | 1.0 | 1.4 1.779

| Busnumber | 2 7 10 | 29 | 38 | 54 | 56 | 63
Ba=4 PDG [MW]]| 13 | 1.1 | 1.1 | 0.7 | 0.6 | 2.1 | 2.1 | 1.6 2.012

~ | Busnumber | 2 [ 5 [ 11 ][22 30 49 [ 51 [ 66
Ba=S 'onG (Mwi| 13 | 14 | 08 ] 09 | 09 | 12 | 1.3 | 14 Ltk

5. Conclusion

The main goal of electrical energy systems is to provide electricity continuously and with high quality
to consumers. Due to climate change caused by greenhouse emissions, the occurrence of destructive
accidents is expected to increase in the future, resulting in an increase in the likelihood of damages
to the electrical grid and widespread blackouts. Given these conditions, fundamentals beyond the
principles of reliability are needed, and as a result, the issue of resilience and its importance is felt
more and more. The extension of DGs, MGs forming, and reconfiguration of distribution networks
can be used to increase network flexibility to properly cope with severe events. In this paper, we have
implemented two models consisting of reinforcement, attack and reconfiguration programs (in the
first model) and optimal DG placement (in the second model) to improve the resilience of distribution
systems. These models were performed on the 33-bus and 69-bus standard distribution networks
under different attack and hardening scenarios. By these models, the following results were obtained:
= By applying reconfiguration in the distribution systems, the amount of load shedding has been
significantly reduced compared to non-reconfigurable structure. This comes from network
flexibilities that prevent from congestion occurring in the lines.

* The hardening has significantly reduced the amount of load shedding. This is due to the fact
that by the reinforcement of the lines, their robustness against events has been increased,
therefore, the damages in the network are decreased.

= Simultaneous reconfiguration and hardening will lead to further reduction on the load
shedding of the system. Actually, these two schemes complement each other and can make
up for each other shortcomings.

= By optimal DG placement, the amount of power cut off is greatly reduced. The DGs act as
local backup sources and in island mode provide part of the critical loads of the network. So,
they reduce the load shedding of the system when event landfalls.

For the future works, we suggest to consider cutting-edge technologies like mobile energy storages
and energy hubs on the proactive management of distribution systems under severe events. Also, the
effect of demand response programs and dynamic line rating on the resiliency of the end-user
consumers can be considered. Another way to extent the problem is to apply exact uncertainty
modelling approaches like IGDT or machine learning to handle the unpredictable nature of severe
events.
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